Abstract-In this paper, we consider a spectrum sharing cognitive radio network where a secondary user (SU) transmitter (SU-Tx) communicates with multiple SU receivers (SU-Rxs). There exist multiple eavesdroppers (EAVs) who illegally listen to the secondary network communication. Further, the primary network consists of a primary user (PU) transmitter serving multiple PU receivers. In particular, the SU-Tx transmit power is subject to the joint constraint of PU outage and SU maximum transmit power limit. Moreover, we investigate the secondary network physical layer security in terms of average secrecy capacity for both cases of known and unknown channel information of the EAV at the SU-Tx. Numerical results are provided to evaluate the impact of the number of PU-Rxs, number of EAVs, number of SU-Rxs, and channel mean powers among users on the SU average secrecy capacity.
I. INTRODUCTION
Cognitive radio network (CRN) technology has been proposed as a promising solution to the radio spectrum shortage and inefficiency in its utilization [1] , [2] . In particular, an underlay CRN improves the spectrum usage by allowing the secondary users (SUs) to access the frequency bands of the primary users (PUs) given that the received interference at the PU receiver (PU-Rx) remains below a predefined threshold. To limit harmful interference to the PU-Rx, various interference constraints, e.g., outage constraint, peak or average interference power constraints and SU power allocation strategies have been studied [3] - [7] . Further, different performance metrics such as ergodic capacity [4] , [6] , [8] , [9] , outage capacity [4] and outage probability [9] have been considered for the secondary network performance analysis.
On the other hand, security is becoming a critical issue in wireless systems due to the broadcast nature of wireless communications [10] . Different from cryptographic techniques at the upper layers, physical layer security techniques utilize physical layer properties to secure transmission of confidential information [10] - [12] . In particular, the physical layer security provides the theoretical analysis about how much information can be safely transmitted in the presence of an eavesdropper (EAV). In [13] - [16] , the security problem for conventional wireless data transmission has been studied from an information theoretic point of view.
Like any other wireless communication technology, CRN is also subject to security challenges [17] , [18] . In this context, the PU secrecy capacity and outage probability of secrecy capacity have been analyzed in [18] . An information secrecy cooperative game was considered in [19] where the PU and SU cooperate to maximize the PU secrecy rate. Further, [20] studied the probability of existence of non-zero secrecy capacity of PU. While the works [18] - [20] focused on the primary network security, it is challenging to provide secondary network security in addition to the PU protection requirements and mutual interference between primary and secondary networks.
The secondary network physical layer security has been studied in [21] - [23] . The SU secrecy capacity of the multipleinput single-output (MISO) channel has been analyzed in [21] with perfect knowledge of channel state information (CSI) of both the SU transmitter (SU-Tx) to the SU receiver (SU-Rx) and SU-Tx→EAV links. In practice, the EAVs are not willing to provide their CSI to the legitimate party. The case where CSI is not perfectly known at the SU-Tx has been considered in [22] for the MISO channel. However, the implementation of multiple antennas is limited due to resource constraints such as cost and size in today's mobile nodes. An alternative approach to enhance physical layer security is to exploit opportunistic scheduling (OS) in a multiuser environment. In [23] , an SURx that maximizes the achievable secrecy rate was scheduled for transmission in order to improve the secondary network security under perfect CSI of all channels.
Moreover, the effect of the interference from the primary network to the secondary network was ignored in [21] - [23] . However, different to existing wireless networks where interference is undesired, interference can be beneficial to improve the secure transmission when used to degrade the performance of the EAV channel. For example, a device-todevice (D2D) communication has been introduced in [24] to improve the security in cellular network where D2D generates interference to the EAV to reduce the achievable data rate of the EAV link. Different to [21] - [23] , in this work, we consider the interference from the PU transmitter (PU-Tx) to the SU-Rx and EAV, and evaluates its impact on the secondary network security.
In addition, the SU secrecy capacity in [21] , [22] has been obtained by considering only a single EAV and single SU-Rx under the SU transmit power limit and interference temperature limit at the PU. Further, [23] examined the presence of multiple EAVs considering only a single PU-Rx and a peak interference power constraint at the PU. To address a more realistic scenario, we consider the interference from the primary network to the secondary network, the presence of multiple PU-Rxs, multiple EAVs and multiple SU-Rxs, and the SU maximum transmit power limit.
In this paper, we analyze the SU achievable secrecy capacity for both availability of full CSI and the case of absence of EAV CSI at the SU-Tx. In particular, the SU-Tx transmit power under the joint outage constraint of multiple PUs and SU-Tx maximum transmit power limit is obtained. Further, we exploit OS where the SU-Rx with best channel condition is scheduled for transmission. Given these settings, the probability density function (PDF) of the received signal-to-interference-plusnoise ratio (SINR) at the SU-Rx and EAV, respectively, is derived to evaluate the SU average secrecy capacity. Moreover, the impact of the number of PU-Rxs, number of SU-Rxs, number of EAVs, the SU maximum transmit power limit and the channel mean powers among users on the SU average secrecy capacity is investigated.
The rest of the paper is organized as follows. Section II describes the system model and spectrum sharing constraints. In Section III, the SU average secrecy capacity is analyzed. Section IV provides numerical results and discussions. Finally, conclusions are presented in Section V.
II. SYSTEM MODEL AND SPECTRUM SHARING CONSTRAINTS

A. System model
We consider an underlay CRN system model as depicted in Fig.1 where the secondary network consists of an SU-Tx communicating with N SU-Rxs whereas the primary network consists of a PU-Tx serving M PU-Rxs. Further, there exist K EAVs who intercept the secondary network communication and the eavesdropping nodes are assumed to be passive, i.e., they only listen. We assume that the shared bandwidth is normalized to unity and all nodes are equipped with a single antenna. Note that the considered system model represents a realistic scenario where the PU-Tx can act as a macro primary base station of any cellular network while SU-Tx operates as a femtocell access point [25] .
Let f j , j = 1, 2, . . . , M and g i , i = 1, 2, . . . , N denote the channel gains of the communication links PU-Tx→PU-Rx j and SU-Tx→SU-Rx i . The channel gains of SU-Tx→EAV k , k = 1, 2, . . . , K, are represented by h k . Furthermore, the channel gains of the interference links SU-Tx→PU-Rx j , PUTx→SU-Rx i and PU-Tx→EAV k are, respectively, defined by α j , β i and φ k . Moreover, all channels are assumed to be subject to independent Rayleigh fading. In addition, we define a set E = (f j , g i , h k , α j , β i , φ k ) of channel gains e ∈ E that are exponentially distributed random variables with channel mean power Ω e . It should be noted that we do not require that the channel mean powers Ω e to be the same for all links and thereby representing a realistic scenario.
In an underlay CRN, an SU is allowed to transmit as long as the transmission from the secondary network does not cause harmful interference to the PU-Rx. In the aforementioned related works [21] - [23] , it is assumed that the SU has perfect knowledge of CSI of the SU-Tx→PU-Rx link. However, it is hard to obtain perfect knowledge of CSI since the collaboration between PU and SU may be limited [7] . In this paper, we assume that the SU-Tx has statistical channel knowledge of the PU. The SU can estimate the average channel gains of the PU based on system parameters such as transmission distance and transmit/receive antenna gain which are considered to be relatively stable [5] . In addition, the average channel gain estimated at the SU can also reduce the feedback burden for the PU, i.e., save feedback channel resources.
B. Spectrum sharing constraints
In the considered system model, the SU-Tx must control its transmit power to ensure that the interference inflicted to the PU-Rx is kept below a predetermined threshold [5] - [7] . Here, we translate the PU interference power constraint in terms of a minimum target rate that should be satisfied with a desired outage probability. Moreover, an additional constraint is considered as the transmit power cannot be infinite or very large in practice. These constraints can be formulated as
where Pr{·} denotes the probability, θ th,j = 2 Rp,j − 1, and P max is the SU maximum transmit power limit. Further, R p,j , ξ p,j and θ p,j are the PU target transmission rate, PU outage threshold and instantaneous SINR at the jth PU-Rx, respectively.
1) PU outage probability: We consider a homogenous primary network and therefore ∀j: ξ p,j = ξ p , R p,j =R p , θ th,j = θ th , Ω fj = Ω f and Ω αj = Ω α . In order to guarantee that no harmful interference is caused to any of the M PURxs, the PU outage probability is derived based on the lowestinstantaneous SINR at the PU-Rx among all PU-Rxs. In this case, the SINR at the jth PU-Rx is defined as
where N 0 is the noise power, P p denotes the PU transmit power and P s is the SU instantaneous transmit power. From (2) and (1a), the PU outage probability is derived as follows:
where f αj (x) = (1/Ω α ) exp(−x/Ω α ) is the PDF of α j since the channels are modeled as Rayleigh fading.
2) SU-Tx transmit power policy:
The SU should adapt its transmit power within the instantaneous and maximum transmit power limit to ensure that no harmful interference is caused to the primary network, i.e, to satisfy the PU outage constraint. Using (3) and considering (1a) and (1b), and then after some manipulations, we obtain an expression of the SUTx transmit power policy in terms of transmit signal-to-noise ratio (SNR) as
where
and γ p = P p /N 0 is the PU transmit SNR. Further, γ s = P s /N 0 and γ max = P max /N 0 are, respectively, the transmit SNR of the SU instantaneous transmit power and maximum transmit power limit.
III. SU AVERAGE SECRECY CAPACITY
The SU secrecy capacity is defined as the maximum transmission rate at which a message can be reliably received by the SU-Rx and kept perfectly secret from the EAV. Moreover, the SU capacity can be enhanced by exploiting OS transmission [8] . It is also shown in [23] that the secondary network physical layer security is improved by selecting the SU-Rx with the best channel condition. Recall that [21] - [23] did not consider the interference form the primary network to secondary network. Using OS and considering PU-Tx→SU-Rx link, the SINR of the selected ith SU-Rx is given by
and the corresponding instantaneous capacity is defined as
In the considered model, K EAVs independently try to listen to the SU communication. The maximum channel gain among all EAVs is defined as
and the achievable capacity at the kth EAV is given by
According to [13] , [14] , the achievable secrecy rate of the SU can be formulated as
A. Average secrecy capacity with full CSI
If the SU-Tx has perfect CSI of both SU-Tx→SU-Rx and SU-Tx→EAV links, the secondary network can achieve optimal secure transmission by allowing transmission only when γ OS > γ e . In this case, the SU achievable average secrecy rate, i.e, ergodic secrecy capacity [14] is given by
where f γos (x) and f γe (y) are the PDF of γ os and γ e , respectively. Furthermore, using (5), the cumulative distribution (CDF) of γ OS is obtained as
where (11) with respect to x and applying binomial expansion, we obtain
Similarly, from (7), the PDF of γ e is given by
Furthermore, by substituting (12) and (13) into (10), we have
B. Average secrecy capacity without EAV CSI
When the SU-Tx has only perfect CSI of the SU-Rx link channel, the SU average secrecy capacity is given by
where [z] + = max {z, 0} [14] . Note that the SU average secrecy capacity without EAV CSI accounts also for the information accumulated at the EAV, i.e., γ OS > γ e and γ OS ≤ γ e scenarios different to the secrecy capacity with full CSI where information is transmitted when the legitime channel is more reliable than the EAV channel, γ OS > γ e . Obtaining closed-form solutions for the expressions in (14) and (15) is difficult due to the integral complexity. However, (14) and (15) can easily be solved numerically.
IV. NUMERICAL RESULTS
In this section, we study the impact of primary network parameters, number N SU-Rxs, number K of EAVs, SU maximum transmit power limit and the channel mean powers among users on the SU average secrecy capacity. Specifically, analyticals results are presented along with Monte-Carlo simulations to validate our analysis. Fig. 2 compares the SU average secrecy capacity with global CSI and without EAV CSI at the SU-Tx. It is observed that the SU average secrecy capacity with full CSI is higher than the secrecy capacity without EAV CSI for all scenarios. Hence, the secrecy capacity with full CSI is an upper bound for the secrecy capacity when only the CSI of the SU-Tx→SU-Rx link is known. This is due to the fact that when the SU-Tx has full CSI of both legitime and EAV links, transmission occurs only if γ os > γ e , i.e., when the SU-Tx→SU-Rx channel is stronger than the SU-Tx→EAV channel. It is also shown that as the number of EAVs increases, K = 1 to K = 3, the SU average secrecy capacity is significantly reduced. If K → ∞, it is hard to obtain a non-zero secrecy capacity, i.e., Pr {C s > 0} → 0. However, a non-zero secrecy capacity of the SU can be obtained for K < N in the case of unknown EAV CSI. where M = 2 compared to Case 1 with M = 1. Further, the SU average secrecy capacity also decreases when the PU target rate R p becomes high, e.g, R p = 0.04 bps/Hz in Case 3 referred to Case 2. We can see that when R p = 0.04 bps/Hz, the PU outage constraint is not satisfied. In this case, the SUTx is allowed to transmit at γ p ≥ 4 dB compared to the scenario where R p = 0.02 bps/Hz (Case 2). In addition, the secondary network performance is degraded as the PU outage threshold ξ p becomes low, i.e., Case 4 where ξ p = 0.008 compared to Case 2 where ξ p = 0.01. The results in Fig. 3 are explained by the SU transmit SNR policy in (4) . That is, when the PU outage constraint is not satisfied, the SU transmit power must be reduced to not cause harmful interference at the PU-Rx.
Moreover, the effect of the number of SU-Rxs, SU maximum transmit SNR γ max and channel mean power of the SU-Tx→PU-Rx link on the SU average secrecy capacity is observed in Fig. 4 . The SU average secrecy capacity increases with respect to the increase of the number of SU-Rxs. Thus, exploiting the OS transmission can enhance the secondary network security. The impact of γ max is observed at γ p ≥ 12 dB for γ max = 8 dB where the secrecy capacity decreases, i.e., the SU transmit SNR becomes saturated at γ p ≥ 12 dB for γ max = 8 dB compared to the scenario γ max = 14 dB. Further, the SU average secrecy capacity decreases as Ω α become high (from Ω α = 2 to Ω α = 3). Again, this case is in accordance with the SU transmit power policy in (4), i.e., the SU transmit SNR is decreased to reduce the interference to the PU-Rx. Fig. 5 shows the impact of the channel mean powers among users on the SU average secrecy capacity. In particular, when the channel mean power of the PU-Tx→SU-Rx link increases (Ω β = 2 to 4), the secondary network performance is degraded. In this case, the PU-Tx becomes an interference source to the ith SU-Rx. Moreover, we can see that the SU performance is significantly improved when the channel mean power of the PU-Tx→EAV link increases (Ω φ = 2 to 4). It is noted that the results in [20] also indicate that the primary network security is improved by increasing the interference from the SU to the EAV. Therefore, a high security in spectrum sharing can be achieved when the PU and SU cooperate to combat the EAV attacks.
In addition, it is also observed that the channel mean power of the PU-Tx→ PU-Rx link has an important impact on the secondary network performance. For example, by increasing Ω f = 2 to 3 in Fig. 5 , the SU average secrecy capacity increases. In this case, the PU outage probability decreases as Ω f increases leading to an increase of the SU transmit SNR.
V. CONCLUSION
In this paper, we have investigated the physical layer security of secondary network in the presence of multiple EAVs. Analytical expressions of the SU average secrecy capacity for both full CSI and absence of CSI of the EAV are obtained under the joint outage constraint of multiple PU-Rxs and SU maximum transmit power limit. Further, we have studied the impact of the primary network parameters, number of PURxs, number of SU-Rxs, number of EAVs, SU maximum transmit power limit and channel mean powers among users on the SU average secrecy capacity. The numerical examples indicate that the SU average secrecy capacity for global CSI serves as an upper bound for the case of unknown CSI of the EAV link. The results also show that the secondary network performance strongly depends on the SU-Tx transmit power policy and channel condition of the PU-Tx→EAV link. Moreover, the secondary network security is improved by increasing the interference from the PU-Tx to the EAV. It is shown that multiuser diversity scheduling improves the secondary network security. It should also be noted that the considered performance metric, i.e., average secrecy capacity, is applicable to delay tolerant applications. For the case of delay-limited applications, the secrecy outage probability is the appropriate metric and will be examined in our future work.
